The APC USB Wi-Fi Device is a wireless communication accessory supporting the reliability,
performance, and security requirements of an IT infrastructure.

The APC USB Wi-Fi Device is compatible with the following Schneider Electric products:

¢ Network Management Card 3: AP9641/AP9643

o Network Management Card for Easy UPS: AP9544/AP9547

e Smart-UPS Ultra 5-20 kW and RPDU devices with embedded NMC3s, including AP9000
series rack-mounted PDUs

NOTE: The updates for the APC USB Wi-Fi Device apply only to the AP9834 device.

Fixed Issues

Fixed Issue

Security Updates

The APC USB Wi-Fi Device addresses the issues relating to cybersecurity vulnerabilities known as
Fragattack.

This firmware update addresses the following cybersecurity vulnerabilities defined in the following
CVEs: CVE-2020-24587 and CVE-2020-26146.
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